AGREEMENT ON THE PROCESSING OF PERSONAL DATA
IN ACCORDANCE WITH ARTICLE 28 OF THE
UK GENERAL DATA PROTECTION REGULATION (UK GDPR)
· DATA PROCESSING AGREEMENT -

between

[name and address of XXX entity]

· controller within the meaning of Art. 4(7) UK GDPR -
· hereinafter referred to as the “Controller” -

and

KnowItAll Ninja Ltd
14 Swords Drive,
Crowthorne,
Berkshire.
RG45 6GS
+44 7442 389612
support@knowitallninja.com
Company no. 14339425
ICO registration no. ZB641010


· processor within the meaning of Art. 4(8) UK GDPR -
· hereinafter referred to as the “Processor” -

- Controller and Processor hereinafter each a “Party” and collectively “Parties“ -

Preamble

The Processor performs the services as set forth in the terms of service (hereinafter: “Main Agreement”) on behalf of the Controller (“Commissioned Data Processing”).

[bookmark: _Hlk5024290]If and to the extent that the Processor collects, processes or otherwise uses personal data in the context of performing the services, the provisions of this Data Processing Agreement (hereinafter also “DPA”) shall apply. If and to the extent that the provisions of this Data Processing Agreement deviate from the provisions of the Main Agreement, this Data Processing Agreement shall prevail.

1. Subject matter and duration of the Data Processing Agreement

(1)	Subject matter

The Processor provides the following services:
Access to the e-learning revision courses and downloadable resources by school staff and students provided by www.knowitallninja.com.


(2)	Duration

The Duration of this Data Processing Agreement is limited to the duration that the school maintains a membership.

(3)	Termination
The Controller may terminate this Data Processing Agreement at any time without notice, if the Processor is in violation of applicable data protection law or violates the terms of this Data Processing Agreement. In order to be legally effective, the termination shall be declared in writing within the meaning of respective applicable national laws. The parties are aware that any (further) processing of personal data may not be accomplished without a valid Data Processing Agreement.

2. Details of the data processing

(1)	Nature of the data processing

The nature of the processing of personal data by virtue of this Data Processing Agreement personal data will be:
☒ collected (=creating of data about the data subject)
☒ stored (=preserving of data, in particular on data carriers)
☒ restricted (=prevent further processing)
☒ erased (… of data on electronic data carriers)
☒ destroyed (= deleted of the physical data carrier)
by the Processor.
(2)	Purpose of processing
To allow students to access the e-learning revision materials, complete the lessons & quizzes as well as track their own progress. In addition, data is used to provide schools with access to tracking & analytics data based on student progress, such as quiz results and answers submitted, as well as to manage student accounts, including updating personal information, resetting progress and deleting of student accounts. The Processor also generates pseudonymised usage statistics (keyed by account number, class and role only, with no names or email addresses) in order to operate, secure and improve the service, including the study-time figures shown to teachers.

(3)	Place of Processing
The hosting and storage of Controller Data is carried out within the European Union (EU), specifically in Belgium, on infrastructure operated by the subcontractors listed in Appendix 2, with administration from the United Kingdom (UK). Transfers of personal data between the UK and the EU are permitted under the UK’s adequacy regulations. Limited processing by the email, support-desk and accounting subcontractors listed in Appendix 2 may take place in the United States under the safeguards set out in section 8 (2) of this Agreement. Any relocation of the hosting of Controller Data to a country without an adequacy decision requires the prior written consent of the Controller and shall only take place if the requirements of Articles 44 et seq. UK GDPR are met.




(4)	Types of data

Students & Teachers
☒	first names & last names
☒	usernames & email addresses
☒	learning progress data (lessons completed, quiz attempts and answers, achievements)
Customers
☒	first names & last names
☒	usernames & email addresses
☒	school names & addresses
☒	transaction history

(5)        Special categories of data
☒         none

(6)	Categories of data subjects

☒         customers (individual consumers)

☒         teachers

☒         students

3. Responsibility and right of the Controller to issue instructions

(1) Personal data transferred by the Controller or collected on behalf of the Controller (“Controller Data”) shall only be processed by the Processor in accordance with the concluded agreements and the documented instructions by the Controller. Any processing or use of Controller Data deviating or exceeding the definitions in this Data Processing Agreement or the documented instructions by the Controller is not allowed; this shall especially apply to the processing of Controller Data for own purposes of the Processor or purposes of third parties. This does not prevent the Processor from using aggregated or pseudonymised usage statistics that cannot identify any data subject for the purpose of operating, securing and improving the service, as described in section 2 (2); no such statistics are shared with third parties for their own purposes.

(2) In deviation of the preceding para. 3.1, a different processing of Controller Data by the Processor is only possible to the extent that the Processor is obliged thereto by applicable UK-law (Art. 28(3)(a), Art. 29, Art. 32(4) UK GDPR). In case of such an obligation, the Processor shall inform the Controller of that legal requirement before processing, unless that law prohibits such information on important grounds of public interest.

(3) Instructions by the Controller shall be regularly made in writing or in text form (e-mail). When necessary, the Controller may render instructions also orally. Instructions made orally shall be confirmed by the authorised person within the meaning of para. 4 below in writing or in text form (e-mail) without undue delay. The Processor is obliged to document all instructions by the Controller. Modifications of the subject matter of the processing or its procedure shall be mutually coordinated by the Parties and shall be documented in writing.

(4) The Processor shall procure that the processing is accomplished in accordance with the provisions of this Data Processing Agreement and the instructions by the Controller. The Processor shall immediately inform the Controller if, in its opinion, an instruction by the Controller infringes data protection provisions. The Processor may suspend implementing the respective instructions until they are confirmed or modified by the Authorised Person of the Controller. When the respective instruction is confirmed by the Controller, the Processor shall comply therewith. In all other cases, the Processor shall carry out the instructions by the Controller without undue delay.

(5) The Parties agree that the Controller shall be solely responsible for the processing in accordance with the instructions given in context with this Data Processing Agreement.

4. Authorised persons

(1) Instructions shall be regularly given by the authorised person of the Controller and received by the person authorised for receipt on behalf of the Processor. However, in urgent cases the Controller may render instructions by virtue of this Data Processing Agreement to each employee of the Processor if the authorised person is not available. The following persons are authorised to issue instructions on behalf of the Controller: 

Authorised person on behalf of the Controller:
[name, function/department, email, phone]

(2) Any change in the authorised persons or their competence shall be communicated to the other party without undue delay in writing or in text form (e-mail).  

5. Obligations of the Processor

(1) The Processor shall produce no copies or duplicates of the Controller Data or disclose such copies or duplicates to third parties without the Controller’s prior written consent. This does not apply to backup or security copies that are required to ensure the proper processing of the data, or to any data required to comply with mandatory statutory retention periods.

(2) The Processor shall ensure that any personnel entrusted with the processing of personal data have been instructed on all the provisions provided by the UK GDPR and all other data protection requirements relevant for their work and have committed themselves to confidentiality or are under an appropriate statutory obligation of confidentiality.

(3) Without prejudice to any existing contractual arrangement between the parties, the Processor shall treat all personal data as confidential and shall inform its employees, agents and/or approved sub-processors engaged in processing the personal data of the confidential nature of personal data. The Processor shall ensure that all such persons or parties have signed an appropriate confidentiality agreement, are otherwise bound to a duty of confidentiality, or are under an appropriate statutory obligation of confidentiality.

(4) The Processor shall assist the Controller in complying with its obligations concerning the notification of data breaches vis-à-vis the competent supervisory authorities. In particular, the Processor shall provide the Controller with any information necessary for the Controller to comply with his notification duties under Art. 33 et seq. UK GDPR. The notification shall contain a description of: 
a. the nature of the breach of Controller Data, indicating, as far as possible, the categories and the approximate number of affected Data Subjects, the categories and the approximate number of affected Controller Data sets; 
b. the likely consequences of the personal data breach; 
c. the measures taken or proposed by the Party at whom the personal data breach occurred to remedy the breach of Controller Data and, where appropriate, measures to mitigate their potential adverse effects. 

(5) Upon request, the Processor shall provide the Controller with all information reasonably necessary to comply with his obligation to accomplish a data protection impact assessment under Art. 35 and 36 UK GDPR and – if applicable – supporting the Controller with regard to prior consultations of the supervisory authority.

(6) In addition, the Processor shall assist the Controller pursuant to Art. 28(3)(f) UK GDPR with complying to the obligations provided in Art. 32 UK GDPR taking into account the nature of processing and the information available to the Processor.

6. Confidentiality

(1) Each party must keep this Data Processing Agreement and any information it receives about the other party and its business in connection with this Data Processing Agreement (“Confidential Information”) confidential and must not use or disclose that Confidential Information without the prior written consent of the other party except to the extent that: (a) disclosure is required by law, or (b) the relevant information is already in the public domain. 


7. [bookmark: _Hlk51919459]Notification and information requirements

(1)	The Processor shall notify the Controller without undue delay in the event of a serious disruption of the data processing operations, suspected data protection violations and other irregularities in connection with the processing of Controller Data.

(2)	Where required by applicable law, the Processor shall appoint a data protection officer. The Processor has assessed that it is not required to appoint a data protection officer under Art. 37 UK GDPR and has recorded that assessment in its Data Protection Impact Assessment; it shall provide the Controller with the contact details of its data protection officer. If the Processor is located outside the UK, he shall appoint a representative pursuant to Art. 27 UK GDPR and shall provide the Controller with the respective contact details.

Data protection contact of the Processor:

Daniel Richardson, Director, KnowItAll Ninja Ltd, support@knowitallninja.com, +44 7442 389612

The Processor shall inform the Controller immediately in the event of any change to the data protection officer or the representative in the UK.

(3)	The Processor shall inform the Controller immediately in the event of an inspection or any other regulatory activity by a supervisory authority, insofar related to this Data Processing Agreement. The Processor is obliged to inform the Controller about the results of such inspection in relation to this Commissioned Data Processing. The Processor shall correct any noncompliance as outlined in the inspection report without undue delay. Apart from that, the Controller and the Processor and, where applicable, their representatives shall cooperate, on request, with the supervisory authority in the performance of its tasks (Art. 31 UK GDPR).

(4)	Insofar as the Controller for his part is subject to an inspection by a supervisory authority, administrative or criminal offence proceeding, liability claims by data subjects or third parties or any other claim in relation to the Commissioned Data Processing rendered by the Processor, the Processor shall assist the Controller to the best of his ability.

(5) 	The Processor shall inform the Controller immediately if Controller Data becomes subject to seizure or confiscation, insolvency or settlement proceedings or any other event or measures of third parties. The Processor shall notify all pertinent parties to such action that the sovereignty of the personal data lies with the Controller.

8. Employment of further Processors (Subcontractors)

(1) Subcontractors may only be instructed with the Controller’s prior written authorisation. This also applies to the change of existing subcontractors. The following provisions shall apply to subcontractors as well as (by way of analogy) to all further instructed (sub-) subcontractors. Subcontractors are to be selected with due diligence and taking particular account of the appropriateness of the specific technical and organisational measures implemented by the respective subcontractor. Upon request, the relevant documents shall be made available to the Controller. Controller Data may only be forwarded to the subcontractor and the subcontractor may only begin processing if all requirements have been fulfilled. The Processor shall remain responsible vis-à-vis the Controller for compliance with this Data Processing Agreement and the applicable data protection law by the subcontractor. 

(2) Subcontractors in third countries outside the UK may only be instructed if the specific requirements under Art. 44 et seq. UK GDPR are fulfilled. The parties agree that Processor is authorised to enter into contracts within the meaning of Art. 46(2)(c) or (d) and Art. 46 (3)(a) UK GDPR with subcontractors in third countries and that the Processor has no proxy or authority to do so on his own. Subject to the condition that the Processor ensures that the subcontractor complies with his duties as data-importer under the relevant contract, the Processor already undertakes to enter into a contract in accordance with the applicable law including the International Data Transfer Agreement (IDTA) for the transfer of personal data to processors in third countries as provided by the UK GDPR.

(3) The Processor shall, prior to transferring personal data to third countries or processing personal data in such third countries, provide the Controller with a written transfer impact assessment conducted by the Processor and, where appropriate, in collaboration with the data importer in the third country of destination on a case-by-case basis, that determines whether the law of the third country of destination ensures the adequate protection of personal data in line with UK data protection law (UK GDPR).

(4) The assessment of the third country, or of a territory or specified sector within a third country, shall take into account: 
a. how the particular third country respects the rule of law, access to justice as well as international human rights laws  and standards, including legislation concerning national security, defence as well as public order and criminal law, and 
b. if Data Subjects affected by the processing are provided with effective and enforceable rights and effective administrative and judicial redress.

(5) Subcontracts shall be in writing and shall impose the same obligations on the subcontractor as they are imposed on the Processor under this Data Processing Agreement. In particular and upon request, the Controller shall be entitled to reasonably inspect (including on site) the subcontractor or to have the subcontractor inspected by mandated third parties (contract for the benefit of third parties). The areas of responsibility of the Processor and the subcontractor shall be clearly separated from each other in the respective agreement between the Processor and the subcontractor. Upon request, the Controller shall be entitled to be informed about the content of the agreement and the implementation of the data protection relevant duties in the subcontractor relationship by inspecting the relevant contractual documents.

(6) The Processor shall monitor compliance of the duties of the subcontractor prior to subcontracting and periodically thereafter, however, at least once per year. The result of such review shall be documented and be made available to the Controller upon request. 

(7) Subcontracting means services directly relating to the main performance. However, services which the Processor uses as mere secondary service at third parties for his business activities, shall not qualify as subcontracting. This includes, inter alia, cleaning services, mere communication services without a concrete reference to the main services rendered by the Processor on behalf of the Controller, postal and courier services, transportation and surveillance services. Nevertheless, the Processor shall, with regard to such secondary services by third parties, be obliged to ensure implementation of adequate precautions and technical and organisational measures safeguarding the protection of personal data. Maintenance and support of IT-systems or applications qualify as subcontracting subject to approval and as Commissioned Data Processing within the meaning of Art. 28 UK GDPR, if the maintenance and support concerns (i) systems also used in context with the services rendered on behalf of the Controller and (ii) allows access to personal data processed on behalf of the Controller.

(8) Currently approved subcontractors are listed in Appendix 2.

(9) The outsourcing by the subcontractor to further subcontractors is subject to the explicit prior consent of the Controller (at least in text-form); all contractual provisions in the chain of contract shall be imposed to the further contractors.

9. Technical and organisational security measures

(1)	The Processor shall implement adequate technical and organisational measures for the protection of Controller Data against accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to personal data transmitted, stored or otherwise processed and maintains these measures for the duration of the Commissioned Data Processing.

(2)	The measures shall guarantee a protection level appropriate to the risk concerning the confidentiality, integrity, availability and resilience of the processing systems. In choosing the measures, the Processor shall take into account the state of the art, implementation costs, the nature, scope and purposes of processing as well as the probability of occurrence and the severity of the risk to the rights and freedoms of natural persons. As a minimum, the Processor shall implement the technical and organisational measures as documented in Appendix 1 prior to the commencement of processing Controller Data and ensure compliance of such processing with the measures undertaken.

(3)	Prior to the commencement of processing, the Processor shall document the technical and organisational measures, and shall present the relevant documentation to the Controller for inspection. Upon acceptance by the Controller, the documented measures become the foundation of this Data Processing Agreement. Insofar as the inspection by the Controller shows the need for amendments, such amendments shall be implemented by mutual agreement.

(4)	Technical and organisational measures are subject to technological progress and further development. To this end, the Processor may further develop and adjust the existing measures to the state of the art, provided that such amendments do not fall short of the protection level of the measures defined in this Data Processing Agreement. Substantial changes must be agreed upon in writing by the parties.

(5)	The Processor shall periodically monitor and control its internal processes and its technical and organisational measures to ensure adequate protection of the rights and freedoms of data subjects and ongoing compliance with applicable data protection requirements and the provisions of this Data Processing Agreement.

(6)	Upon Controller’s request, the Processor shall demonstrate compliance with the technical and organisational measures defined in Appendix 1. The proof thereof can be produced by the submission of a current certificate or a report of an independent party (e.g. by auditors, revisors, internal or external data protection officers) or by a suitable certification. The inspections rights by Controller pursuant to para. 9 of this Data Processing Agreement shall remain unaffected.

10. Inspection Rights

(1)	Prior to the start of the processing activities and regularly thereafter, the Controller shall have the right to verify or to have verified by mandated third parties the Processor’s compliance (including on site) with the implemented technical and organisational measures, the provisions of this Data Processing Agreement and the relevant data protection rules; The Processor shall provide the Controller with all information reasonably required by the Controller to comply with his inspections obligations.

(2)	The Processor shall allow the Controller or third parties instructed by the latter to enter the business premises, in which the Controller Data is physically or electronically processed, during usual business hours. In particular, this also includes the data processing devices and the data processing programs of the Processor. With regard to on-site inspections, the Controller shall take into consideration the Processor’s business operations and shall notify him at least two weeks in advance. This obligation to notify shall be reduced to 24 hours (if necessary) in cases of controls by an order of the competent supervisory authorities or of an infringement by the Processor of data protection regulations or of this Data Processing Agreement. The Processor shall adequately assist the Controller with accomplishing the control measures.  

11. Data Subject Rights

The Controller shall be responsible to preserve the data subject rights. However, taking this into consideration and depending on the nature of the processing, the Processor shall assist the Controller by appropriate technical and organisational measures, insofar as this is possible, for the fulfilment of the Controller’s obligation to respond to requests for exercising the data subject’s rights laid down in Chapter III of the UK GDPR, including the information obligations vis-à-vis the data subjects, with responding to their information requests, their rights to rectification, erasure, restriction, and data portability (including the relevant disclosure obligations) as well as their right to object and their right not be subject to automated individual decision-making including profiling, if the data subject asserts one of the data subject rights. Where a data subject directly addresses the Processor in asserting a respective data subject right and such request is apparently aimed toward the Controller only, the Processor forwards such request without undue delay to the Controller. The Processor may rectify, erase, or restrict the processing of personal data only upon instruction of the Controller. Information to third parties or data subjects may only be given by the Processor after prior written consent of the Controller.

12. Deletion and return of personal data

(1)	Upon termination of the agreed processing activities, or earlier upon request of the Controller but upon termination of the Main Agreement at the latest, the Processor shall, at the choice of the Controller, return the Controller Data as well as any copies thereof to the Controller, or shall securely destroy the Controller Data. The Processor may not retain any Controller Data including copies (if any). Upon request, the Processor shall provide the Controller with written confirmation of the erasure or destruction of the data.

(2)	Documentation intended as proof of proper data processing shall be kept by the Processor beyond the end of this Data Processing Agreement in accordance with relevant retention periods. For the purpose of discharge, the Processor may hand such documentation over to the Controller after the end of this Data Processing Agreement.

13. Liability

(1)	The Controller and the Processor shall be liable vis-à-vis third parties pursuant to Art 82(1) UK GDPR for material and immaterial damages which an individual is suffering because of a violation of the UK GDPR.

(2)	If one party must compensate a third party due to a negligently unlawful processing of personal data by the other party, the negligently acting party shall compensate the other party as provided under applicable law to the extent this corresponds to the quota of liability. The parties shall reasonably support each other with defending against unjustified claims.

(3)	The Processor shall bear the burden of proof that damages and fines have not been caused by circumstances he is responsible for to the extent the relevant cause for the processing of the Controller Data is within the Processor’s area of competence.

(4)	Restrictions of liability agreed between the parties on other occasions (e.g. in the Main Agreement) shall not apply.

14. Final provisions

(1)	If a provision of this Data Processing Agreement is or becomes invalid in total or in part or contains a gap, the validity of the other provisions shall not be affected. The parties shall replace the invalid or missing provision by a valid provision which comes closest to the purpose and intent of the parties and which is best complying with the requirements of Art. 28 and Art. 29 UK GDPR.

(2)	All side agreements, modifications, and amendments of this Data Processing Agreement must be in writing which shall also apply to a waiver of this form requirement. 
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_____________________________
Place, Date



_____________________________
Signature

Name: [name]
Position: [position]




_____________________________
Place, Date



_____________________________
Signature

Name: [name]
Position: [position]

Appendix 1

Technical and organisational measures (Art. 32 UK GDPR)
KnowItAll Ninja Ltd (the Processor) implements the following technical and organisational measures to protect Controller Data, taking into account the state of the art, the costs of implementation and the nature, scope, context and purposes of the processing. The Processor operates a browser-based e-learning platform holding a minimal set of personal data (names, usernames, email addresses, hashed passwords and learning progress) and no special category data. As of September 2026.
1. Confidentiality (Art. 32(1)(b) UK GDPR)
Physical access control: no servers are operated on the Processor’s premises. Controller Data is hosted exclusively in data centres operated by Google Cloud Platform (Belgium) under the management of Kinsta Inc. (Appendix 2); physical security is provided and certified by those providers (ISO 27001, SOC 2 Type II). The Processor’s own premises and devices are secured by lockable doors, device passwords or PINs, and the ability to remotely wipe portable devices.
Logical access control: administrative access to the hosting dashboard, the database and the WordPress administration area is limited to the Processor’s principal and, at infrastructure level, to the hosting provider under its own Data Processing Agreement. Every system has its own unique, high-complexity credential held in an encrypted password manager. Two-factor authentication is used on the Processor’s site administrator accounts. Server access is by encrypted SFTP and SSH only. Teacher and student accounts have no access to the administrative back end.
Role-based authorisation within the platform, with two roles: teacher and student. The teacher who purchases the membership may add colleagues; teachers may create, edit, reset and remove only the student accounts on their own school’s membership; students may access only their own lessons and progress. Multi-factor authentication (authenticator app or emailed one-time code) is available for every teacher account. Single sign-on with Microsoft (Entra ID) and Google Workspace accounts is available for all users, so that the Controller’s own authentication and MFA policies apply and no password is stored by the Processor for those users.
Password and session protection: passwords are stored only as salted hashes; repeated failed sign-in attempts trigger a temporary account lockout; public forms are protected by reCAPTCHA.
Data minimisation and separation: only the data required to deliver the service is collected; no special category data, no profile photographs and no geolocation are processed; each school’s data is logically separated by membership; student data is not used for advertising, marketing or profiling; schools that prefer anonymity may use placeholder names for students. Product analytics (PostHog, EU hosted) is pseudonymous, keyed by account number only, with session recording switched off. Development and staging environments are separated from production.
2. Integrity (Art. 32(1)(b) UK GDPR)
Transmission control: all connections are encrypted with TLS (HTTPS enforced); no personal data is transferred on physical media.
Input and change control: WordPress core, the theme and all plugins are reviewed and updated weekly; the hosting provider’s vulnerability scanning flags any component with a known vulnerability; a web application firewall (Cloudflare) filters malicious requests before they reach the application; the hosting provider scans continuously for malware.
Audit trail: administrative actions on the hosting platform are logged by the provider; teacher actions on student accounts (creation, editing, resetting, removal) are carried out through the platform under the teacher’s own authenticated account.
3. Availability and resilience (Art. 32(1)(b) and (c) UK GDPR)
Infrastructure: the platform runs in an isolated container with dedicated resources on Kinsta’s managed platform on Google Cloud (europe-west1, Belgium). All traffic passes through Cloudflare’s enterprise edge network, which provides DDoS protection and continues to serve cached content under load. The provider monitors availability continuously and provides 24/7 engineering support, backed by a 99.9% uptime service level agreement. The provider’s business continuity and disaster recovery plans are tested annually.
Backup and recovery: automated daily backups of the database, files, theme, plugins and media are taken by the hosting provider and retained for 30 days; a separate full off-site backup is taken daily and retained for 30 days. Backups are encrypted at rest by the cloud provider and can be restored in full or selectively from the hosting dashboard. Backups are used for service recovery only and are not accessed for any other purpose.
Encryption at rest: Controller Data and backups are stored on Google Cloud infrastructure, which encrypts data at rest by default.
4. Procedures for regular testing, assessment and evaluation (Art. 32(1)(d) UK GDPR)
Weekly review and updating of all software components; regular external vulnerability scanning of the live site and its internet-facing services by the Processor, with findings remediated and a dated record kept; continuous vulnerability and malware scanning by the hosting provider; penetration testing of the hosting infrastructure at least annually and quarterly vulnerability scans of internet-facing hosts by the hosting provider, audited under its SOC 2 Type II and ISO 27001 certifications; annual reassessment under the Cyber Essentials scheme; annual review of this Appendix, the Data Processing Agreement, the Data Protection Impact Assessment and the Processor’s responses to the ICO Age Appropriate Design Code; annual review of subcontractors under section 8 of this Agreement.
5. Organisational measures
The Processor holds Cyber Essentials certification (whole organisation scope) and operates a written information security policy and asset register, reviewed at least annually. The Processor is registered with the Information Commissioner’s Office (registration no. ZB641010). Personnel with access to Controller Data have completed UK GDPR training and are bound by confidentiality. The Processor has assessed that a statutory data protection officer is not required and has named the company director as its data protection contact. Written Data Processing Agreements are in place with all subcontractors (Appendix 2), each selected following a vendor due diligence review, and no subcontractor is added or replaced without the Controller’s prior written authorisation.
Incident management: any personal data breach affecting Controller Data is notified to the Controller without undue delay (target: within 24 hours of the Processor becoming aware) with the information required under section 5 of this Agreement, and is recorded by the Processor.
Retention and deletion: accounts remain for the term of the school’s membership. About three months after a membership expires, its classes and rosters are removed and student accounts not on any live membership are deleted together with their progress (a monthly automated clean-up); renewing within the grace period retains everything. Teacher accounts with no live membership and no activity are removed in the same clean-up. Order and invoice records are kept for six years as required by tax law; support correspondence for up to two years. Deletion can be requested by the Controller at any time and is confirmed in writing; deleted data ages out of backups within the backup retention period; pseudonymous product analytics events expire after one year and cannot be linked to a deleted account.



Appendix 2

List of authorised subcontractors

List of subcontractors who are authorised to be instructed under this Data Processing Agreement at the time of signature.

	
	Name and address of the subcontractor
	Tasks (description of scope & services)
	Location of the processing activity

	1.
	Kinsta Inc.
8605 Santa Monica Blvd #92581
West Hollywood, CA 90069, USA
kinsta.com
	Managed web hosting of the platform and its database; automated backups; infrastructure security and monitoring
	Belgium (Google Cloud europe-west1). Backups within Google Cloud, EU

	2.
	Google Cloud EMEA Limited
70 Sir John Rogerson’s Quay
Dublin 2, Ireland
cloud.google.com / workspace.google.com
	(a) Underlying cloud infrastructure and data centres used by Kinsta; (b) Google Workspace: sends the platform’s account, class and membership emails and hosts the Processor’s support mailbox
	(a) Belgium (europe-west1); (b) EU and United States (UK Addendum / UK-US data bridge)

	3.
	Cloudflare, Inc.
101 Townsend Street
San Francisco, CA 94107, USA
cloudflare.com
	Content delivery network, web application firewall, DDoS and bot protection (traffic in transit; no Controller Data stored at rest)
	Global edge network; security logs in the EU and United States (UK Addendum)

	4.
	PostHog Inc.
2261 Market Street #4008
San Francisco, CA 94114, USA
posthog.com
	Product analytics for logged-in users: which lessons, quizzes and features are used and for how long, keyed by account number, class and role only; session recording disabled
	European Union (PostHog EU Cloud, Frankfurt)

	5.
	Help Scout PBC
68 Harrison Ave, Ste 605 PMB 78505
Boston, MA 02111, USA
helpscout.com
	Support desk and help centre: handles support emails from the Controller’s staff (names, work email addresses and the content of support requests)
	United States (UK Addendum in place with the provider)

	6.
	Zapier Inc.
548 Market St #62411
San Francisco, CA 94104, USA
zapier.com
	Automation that creates an invoice in the Processor’s accounting software from a school order (order reference, school name, contact name and email, purchase order number)
	United States (UK Addendum / UK-US data bridge)

	7.
	Xero (UK) Limited
5th Floor, 100 Avebury Boulevard
Milton Keynes, MK9 1FH, UK
xero.com
	Accounting software holding the Processor’s invoices and purchase records (school name, contact name and email, purchase order number)
	United Kingdom; Xero infrastructure in the United States (UK Addendum)


Payment service providers (Stripe Payments UK Ltd and PayPal (Europe) S.à r.l. et Cie, S.C.A.) act as independent controllers for card payment data where a card is used and are not subcontractors under this Agreement; schools normally pay by invoice. Microsoft and Google act as independent providers where a user signs in with a school Microsoft or Google account. The following tools do not process Controller Data on the Controller’s behalf and are therefore not subcontractors under this Agreement: the live chat on the public website (Intercom, available to visitors who are not logged in), the newsletter service (Kit), the cookie consent tool (CookieYes) and the consent-based website analytics and advertising measurement tools (Google Analytics 4, Google Ads, Meta Pixel), which load only after cookie consent and are never passed a name or account identifier.
The Processor reviews each subcontractor at least annually under section 8 of this Agreement and will notify the Controller in writing before any subcontractor is added or replaced.

